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Abstract In the security system which is based on computational security, it is necessary
to ensure the entropy of secret information in consideration of both the improvement of
CPU performance (aging factor) and the computational cost of attacker (effort factor).
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However, because the evolution of CPU performance benefits not only attackers but also

legitimate users, it is expected that the effort factor takes more important role in security

system. So, in this paper, we extend the conventional formularization of computational

security so that we can consider the security relating to the aging factor and that relating

to the effort factor independently. More specifically, we formularize computational

security with two security parameters for both factors, and then propose a new

formulation in which the entropy of secret information is determined only by the effort

factor. As a result, once the required entropy of secret information is assessed based on

“how much computational cost is needed to protect the security system at some time point”,

the security of the system will be ensured without increase in the entropy of secret

information even as CPU performance increases.
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