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SaaF : Sandbox as a File

JUNYA KANI'' YUTA YONEYAMA "' TAKEHISA KATO'?
FUMIHIKO MAGATA™ YOSHIMI TESHIGAWARA™ RYOICHI SASAKI™
MASAKATSU NISHIGAKI™

Threat of APT (Advanced Persistent Threat) that is targeting a particular organization or individual is becoming more serious.
Many of them send their target an e-mail with an infected attachment that exploits a zero-day vulnerability, and infected by the
recipient would open the attachment. This paper proposes a countermeasure using VM in which a separate-and-disposal sandbox
is allocated to each attachment. The proposed scheme, Sandbox as a File (SaaF), is also useful as a safe environment to execute
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the encapsulated contents.
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