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A User Authentication Based On Personal History
— A User Authentication System Using E-mail History

MASAKATSU NISHIGAKIT and MAKOTO KOIKEt

It is very difficult for users to memorize secure passwords (long and random strings). This
paper proposes a user authentication using personal history of each user. Here, authentication
is done by giving answers to questions about the history of user’s daily life. Users do not have
to memorize any password, since the passwords are what users already know by experience.
In addition, everyday-life experience increases day by day, and thus the question could change
on every authentication trial. In this paper, a user authentication system using users’ e-mail
history is shown as a prototype of our proposal, and some basic experiments to evaluate the
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availability of the system are carried out.
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Fig.1 Log data stored in home computer.
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Fig.2 An application to home security.
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Fig.3 User authentication system using e-mail history.
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Table 1 Correct answer rate on each values of (n, m).
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Table 2 Correct answer rate for their own e-mails.
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Table 3 Correct answer rate for other’s e-mails.
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Table 4 Average number of e-mails received.
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Table 5 Correct answer rate for their own e-mails on two-
alternative question system.
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Table 7 Average number of e-mails that adversaries

receive.
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Table 6 Correct answer rate for their own e-mails on
four-alternative question system.
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Table 8 Correct answer rate for other’s e-mails on two-
alternative question system.
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Table 9 Correct answer rate for other’s e-mails on four-
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Table 10 Detection rate of dummy mails by adversaries.
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